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Acronyms
The following is a list of key term abbreviations that can be found throughout this specification:
· [bookmark: _Hlk69459789]ALARP	as low as reasonably practicable
· APT	Application Program Testing
· BOM	Bill of Material
· BPCS 	Basic Process Control System
· E/E/PE	Electrical and/or electronic and/or programmable electronic elements 
· EIC	Electrical Instrumentation and Controls
· FAT	Factory Acceptance Test
· FCD	Functional Control Description
· FuSa	Functional Safety
· FSA	Functional Safety Assessment
· FSM	Functional Safety Management
· FSMP	Functional Safety Management Plan (this document)
· HAZID	Hazard Identification Process
· HAZOP	Hazard and Operability Study
· HFT	Hardware Fault Tolerance
· HMI	Human machine interface
· IPL	Independent Layer of Protection
· LOPA	Layer of Protection Analysis
· MIL	Main Interlock List
· MOC	Management of Change
· MRR	Modification Request Report
· O&M	Operations and Maintenance – typically O&M manual
· PFD	Probability Failure on Demand or Process Flow Diagram
· PLC	Programmable Logic Controller
· PSU	Power Supply Unit
· PTC	Proof Test Protocol
· SFF	Safe failure fraction
· SIF	Safety Instrumented Function
· SIL	Safety Integrity Level
· SIS	Safety Instrumented System
· SRS	Safety Requirement Specification
· UPS	Uninterruptable Power Supply
· X1 or X2	Level of independence

[bookmark: _Toc45196311][bookmark: _Toc222576113][bookmark: _Toc298832454][bookmark: ursprungstext][bookmark: _Ref60036114][bookmark: _Toc114222594]
INTRODUCTION
[bookmark: _Toc45196312][bookmark: _Toc222576114]Purpose of this Document
This document describes how COMPANY is managing the functional safety lifecycle according to IEC 61511. The purpose of this document is to ensure consistent safety engineering throughout COMPANY organization. This document is a project specific procedure and not for corporate wide operations (alternatively a corporate procedure). )
[bookmark: _Toc45196313][bookmark: _Toc222576115]Reference
The following clauses of IEC 61511-2016 are applicable
-1: Framework, definitions, system, hardware, and software requirements-2: Guidelines for the application of IEC 61511-1
-3: Guidance for the determination of the required safety integrity level
The following clauses of IEC 61508-2010 are applicable:
-1: General requirements
-2: Requirements for electrical/electronic/programmable electronic safety related systems
-3: Software requirements
- Definitions and abbreviations
-5: Examples of methods for the determination of safety integrity levels
-6: Guidelines on the application of IEC 61508-2 and IEC 61508-3
-7: Overview of techniques and measures
Note: The functional safety management life cycle is based on the IEC 61511, but the design verification via the SIL calculation is based on IEC 61508. The safety life cycle is documented in the Safety File dedicated to each Safety Instrumented Function (SIF).
[bookmark: _Toc45196314][bookmark: _Toc222576116]Scope
This management process applies for any new facilities. 
[image: ]
Figure 1: Overview Functional Safety Management (FSM)
Necessary documents will be made available to the client and other documents may be considered Intellectual Property (IP) of COMPANY.
[bookmark: _Toc222576117]Referenced Standards 
IEC 61508 – Functional Safety series of standards
IEC 61511 – functional safety in the process industry series of standards
IEC 62381 – Automation System in the Process Industry – FAT, SAT, SIT
[bookmark: _Toc62636763][bookmark: _Toc222576118][bookmark: _Toc114222610]FUNCTIONAL SAFETY MANAGEMENT (FSM) (CLAUSE 5)
[bookmark: _Toc62636764][bookmark: _Toc222576119]General Requirements
[bookmark: _Toc486582155]There are various US laws from OSHA and EPA that require a safety system to be in legal compliance.  Functional Safety via IEC 61511 is a method to meet this requirement.  The legals specifics are beyond the scope of this document.
COMPANY’s FSM is considering state of the art engineering, processes, products, and systems to protect people, environment, and assets. Managing and mitigating all identified risks in a facility shall demonstrate that COMPANY has undertaken all reasonable steps to reduce the residual risks to a tolerable level.
The Role and Approval Matrix shows the necessity of a documented engineering process and shows the compliance with its relevant standards.
[bookmark: _Toc62636765][bookmark: _Toc222576120]Organizational Structure and Titles
The table below shows a brief overview about the main roles in FSM. This links to the Role and Approval Matrix and the Competency Matrix.
	Table 1: COMPANY FSM Positions 

	Abbreviation
	Full expression

	PM
	Project Manager

	PrE
	Project Engineer

	FSCP
	Functional Safety Competent Person

	ME
	Mechanical Engineer

	LPREN
	Lead Process Engineer

	PREN
	Process Engineer

	LEICE
	Lead EIC Engineer

	EICE
	EIC Engineer

	EICD
	EIC Designer

	EICSE
	EIC Software Engineer (aka “programmer”)

	COM
	Commissioning Engineer or Manager

	Approver
	Engineer who is certified in Functional Safety.  Such as Exida (CFSP or CFSE), TUV (FSEr), or UL (CFSP).  
Shall be independent from the main engineer team.
Responsible for Process Safety


Any document assigned to an EIC or PREN could be performed by the lead. Note the “Approver” must stay independent of the main design

[bookmark: _Toc62636766]Minimum level of independence and approval process
The minimum levels of independence of those carrying out an FSA shall be as specified in the table below (reference is made from IEC 61508-1, §8.2.18, Table 5). To simplify the philosophy of independence, this table is applicable for all safety life cycle phases in the project and shall also be reflected in the Role and Approval Matrix.
[image: ]
[bookmark: _Hlk25232177]Several SIFs are part of the entire SIS. Every SIF will be individually assessed based on the table above. In case of one SIF subsystem has been delivered in the past for more than three times, COMPANY applies X1 which it considers one “independent person” appropriate for approval of FSA Stage 1+2 and therefore X1 as appropriate. In case of new products and/or systems and if one of the following conditions are met: 
lack of previous experience with a similar design
greater degree of complexity
greater degree of novelty of design
greater degree of novelty of technology
special or unusual contractual requirements
special or unusual client requirements
existing (experienced system as per X1) is partially modified
Then COMPANY will set up the organization chart with two “independent person” and from “different departments” to guarantee a proper and detailed quality/design review. 
[bookmark: _Toc62636767][bookmark: _Hlk25232199]Approval process – the Role and Approval Matrix indicates throughout all safety life cycle phases:
who does what and in which sequence?
who approves the actual step (approval process)
responsible persons, departments, and organizations
· In case of a non-availability of the approver or responsible person, the Competency Matrix indicates all substitutes. 
all Functional Safety Assessments (FSA) 
[bookmark: _Toc62636768]Summary of organization up to FSA Stage 2 (case X1)
Reference shall be made to the generic Competency Matrix. This will then be the basis for role assignments within the organization chart. 
[bookmark: _Toc62636769]Summary of organization up to FSA Stage 2 (case X2)
Reference shall be made to the generic and Competency Matrix. This will then be the basis for role assignments within the organization chart. 
[bookmark: _Toc62636770]Summary of organization up to FSA Stage 3 (site organization chart)
[bookmark: _Toc62636771]Reference shall be made to the generic and Competency Matrix. This will then be the basis for role assignments within the organization chart. 
Competency assurance at each stage
IEC 61508-1-2010 §6.2.13 states, “All persons involved in any overall, E/E/PE or software safety life cycle activity, including management activities, should have the appropriate training, technical knowledge, experience and qualifications relevant to the specific duties that they have to perform.” It is suggested that a number of topics be considered in the evaluation of personnel. The appropriateness of competence shall be considered in relation to the application, considering all relevant factors including: 
the responsibilities of the person
the level of supervision required
the potential consequences in the event of failure of the E/E/PE safety-related systems 
the greater the consequences, the more rigorous shall be the specification of competence
the safety integrity levels (SIL) of the E/E/PE safety-related systems – the higher the SIL, the more rigorous shall be the specification of competence.
the novelty of the design, design procedures, or application – the newer or more untried these are, the more rigorous shall be the specification of competence
previous experience and its relevance to the specific duties to be performed and the technology being applied – the greater the required competence, the closer the fit shall be between the competences developed from previous experience and those required for the specific activities to be undertaken
the type of competence appropriate to the circumstances (for example qualifications, experience, relevant training, and subsequent practice, leadership, and decision-making abilities)
engineering knowledge appropriate to the application area and technology
safety engineering knowledge appropriate to the technology
knowledge of the legal and safety regulatory framework
relevance of qualifications to specific activities to be performed
It is advised for every core team member attends a regular Functional Safety training course every fifth year. This 4 to 8-hour basic training course shall include the following subjects The training should include the following topics:
Process safety risks in general, understanding of hazards and consequences
Risk graphs
Risk definition and HAZOP 
LOPA 
· Special attention shall be paid to regular safety versus functional safety requirements. Both are part of the COMPANY HAZOP tool 
· Unnecessary SIFs shall be avoided. If a loop is specified as SIS relevant, then the impact to the project team shall be explained
SRS
International safety standards, regulations, enforcement
· Including latest changes and what is new (if applicable)
SIS design a protection device
SIL-Calculation and how to achieve the required safety integrity level
Certificates.
Proof test interval
SFF, HFT, PFD, etc.
A person as directed by the PrE shall conduct with its team members a brief refresh training at the beginning of project and shall cover the main points above. Four hours of training are considered to be sufficient and shall be part of the FSM Kick-off meeting.
A more detailed 2–3-day Workshop for LEICE and LPREN’s shall be required (various courses through TUV, Exida or UL).
“Approver” shall go through the re-certification process for their respective certification when it is required.
A bi-annual FSM review meeting shall be held together with the Approvers and the LEIC’s regarding further innovations, experiences, challenges, updates from the standard etc. These review meetings are decisive since the recertification from the “Approvers” are on a staggered basis. An independent person shall perform this meeting or audit/and or department not undertaking work on the SIS to be audited.
Lessons Learned meeting shall be performed together with the site crew upon completion of each project. Modification Request Reports  shall be reviewed. Appropriate measures for future projects shall be defined and implemented in the FSM standard if required. 
All undertaken trainings are documented and tracked within the HR department or  COMPANY training program and are subject to data policies.
[bookmark: _Toc62636772]Substitutes of FuSa Eng. in case of no availability 
[bookmark: _Toc486582156]Certified safety engineers are entitled to perform electrical and process related assessments. The competence of employees is tracked in the Competency Matrix which will be reviewed on a yearly basis. In case of internal no availability of FuSa engineers, third party expertise and support will be requested (e.g., TÜV).
[bookmark: _Toc62636773][bookmark: _Toc222576121]Risk Evaluation, Risk Management and Planning for Functional Safety
Hazards shall be identified, risks evaluated, and the necessary risk reduction determined as defined in Clause 8. 
[bookmark: _Toc486582157][bookmark: _Toc62636774][bookmark: _Toc222576122]Implementing and Monitoring
Safety planning shall take place to define the activities that are required to be carried out along with the people, departments, organizations, or other units responsible for carrying out these activities. This planning shall be updated as necessary throughout the entire SIS safety life cycle and carried out to a detailed activity level commensurate with the role the individual or organization is performing in the SIS safety life cycle.
[bookmark: _Toc62636775]Review and approval process
[bookmark: _Toc486582158][bookmark: _Toc62636776]The approval workflow is described in the Role and Approval Matrix. It covers the Author, the reviewer, and all required Approvers. If one person rejects one document or working step, then the workflow shall start from the beginning again. Continuous improvement shall be reported to the process owner or to the system responsible person.
[bookmark: _Toc62636777]Verification
Verification shall be done for every step of the FSM lifecycle.  See the Role and Approval Matrix for details.
[bookmark: _Toc62636778]Functional Safety Assessment
Validation
The validation activities are split into five different FSA steps as specified in this document:
1. FSA Stage 1 Initial: Handover from HAZOP
· Organized and documented by PrE
2. FSA Stage 1: Advanced
· Organized and documented by LEIC
3. FSA Stage 2: FAT 
· Organized and documented by LEIC
4. FSA Stage 3 Initial  – after installation before commissioning
· Organized and documented by COM
5. FSA Stage 3 Advance - SAT
· Organized and documented by COM
Steps 2 and 4 are not required as per IEC 61511-1 standard. These additional steps are implemented in COMPANY as part of the best engineering practice.
The goals of these assessments are to validate if the SIS meets the SRS.
The membership of the assessment FSA team shall include at least one senior competent person not involved in the project design team (for stages 1, 2 and 3) or not involved in the operation and maintenance of the SIS (for stages 4 and 5). 
The following shall be considered by the person in charge when planning an FSA:
the scope of the FSA
who is to participate in the FSA
the skills, responsibilities, and entitlement of the FSA team
the information that will be generated because of any FSA activity
the identity of any other safety bodies involved in the FSA
the resources required to complete the FSA activity
the level of independence of the FSA team
[bookmark: _Toc222576124][bookmark: _Toc486582159][bookmark: _Toc62636780][bookmark: _Ref222571426]Auditing 
The purpose of the audit is to review information documents and records to determine whether the functional safety management system (FSM) is in place, up to date, and is being followed. Where gaps are identified, recommendations for improvements are made. An independent person shall perform functional safety audit/and or department not undertaking work on the SIS to be audited. This is typically more relevant in the operations side of a SIS, where FSA are more applicable to the engineering/design of the SIS.
However, these Audits may take place during the Engineering phase in agreement with the Project Manager, if:
the project team is not working as per the workflow defined in the FSMP
lack of quality
lack of awareness and technology
lack of knowledge of team members
For operations of a facility, Audits shall be done every 2 years and led by FuSa Engineers.
[bookmark: _Toc62636781][bookmark: _Ref222573540][bookmark: _Toc222576125]MOC and Design Change Control
COMPANY has a design change procedure in place and is used for SIS and non-SIS purposes:
INSERT MOC PROCEDURE
This procedure is applicable for the entire safety life cycle. Design changes shall be approved as per the process described in the MOC PROCEDURE and shall be in line with the corresponding section in this document.  The core document on how this is tracked is the MRR.
It is crucial that any change in the SIS must trigger re-assessment of SIL, SRS, verification, and FSA as appropriate.
[bookmark: _Toc62636782][bookmark: _Toc222576126]HAZARD AND RISK ASSESSMENT (CLAUSE 8)
COMPANY will combine the H&RA and SIL allocation in one larger process referred to as the HAZOP/LOPA.  There will be a project specific document called the HAZOP/LOPA Risk Analysis Methodology. This work instruction provides an understanding of the methodologies and terms used within the risk analysis process and a consistent approach to conducting and documenting the results.
The HAZOP/LOPA itself can be done in COMPANY maintained internal spreadsheets or any of the credible software projects available on the market.
Note that for certain projects, the PM/PrE may decide to execute a HAZID after the PFD’s are performed.  This will utilize the same process as above but stop after the hazards have been identified.
[bookmark: _Toc62636783][bookmark: _Toc222576127]ALLOCATIONS OF SAFETY FUNCTIONS TO PROTECTION LAYERS (CLAUSE 9)
Refer to Clause 8 (and thus §3 as COMPANY has combined these steps).
[bookmark: _Toc62636784][bookmark: _Toc222576128]SAFETY REQUIREMENTS SPECIFICATION FOR THE SIS (CLAUSE 10)
The objective of Clause 10 is to specify the requirements for the SIS, including any application programs and the architecture of the SIS. The SRS shall be created and shall contain the following information:
General SRS requirements
SRS input information
General requirements
Description of all SIFs
List of plant input and output related to each SIF
Common cause failures
Definition of the Safe State of the process for each SIF
Possible hazards of concurrent safe states
Demand rate
Proof test interval
Proof test implementation
Response time requirements for each SIF
Required SIL and mode of operation for each SIF
SIS process measurement settings, range, accuracy, and trip points
SIF process output action and the criteria for successful operation
Safety File for each SIF
Operational requirements including environmental
Failure modes
Any specific requirements related to the procedures for starting up and restarting the SIS
Interfaces between the SIS and any other system (BPCS, etc.)
Modes of operation of the plant and requirements related to SIF operation within each mode
Actions to achieve or maintain safe state of process in event of faults of SIS
Mean time to restoration
Identification of dangerous combinations of output states of the SIS that need to be avoided
Identification of extremes of all environmental conditions 
Identification of normal and abnormal process operating modes
Requirements for Application Program 
SIFs supported by Application Program
Program sequencing
Equipment and operator interfaces
Bad process values and monitoring of devices connected to the SIS
Functions to perform proof testing
Self-Monitoring of sensors
Periodic Testing of SIFs
Requirements for communication interfaces
The safety requirements are derived from the allocation of a SIF and from those requirements identified during the HAZOP and Risk Assessments. All deviations or additional information to the SRS shall be specified in the Safety File.
[bookmark: _Toc62636785][bookmark: _Toc222576129]FSA Stage 1 Initial
The objective of this is clause is to verify, if the HAZOP is carried out and all relevant corner cases have been considered, as well as all protection layers have been assigned to the BPCS or to the mechanical system. Subsequently, all cases shall reduce the tolerable risk level (ALARP) considering the mitigation and protection layers and where necessary, implement a SIF. In addition, it shall be reviewed if the SRS contains all the safety planning done in the HAZOP.
After this internal assessment has taken place, the PIDs shall be released for construction and the detailed design and engineering for the EIC department will commence (IEC 61511-1 Clause 11 & 12).
This process is part of COMPANY business process XXXXX Quality Gate Review.
A one-day assessment between the “FuSa Eng. (Approver)” and the core team members such as LEICE, LPREN and PrE is sufficient. 
[bookmark: _Toc62636786]Prerequisites 
HAZOP finalized for all systems. All SIL relevant scenarios shall be final in HAZOP. 
· All information shall be provided in a clear, precise, and self-explanatory way for the assessing team for approval
Project Specific Functional Safety Management Plan
Competency Matrix
Role and Approval Matrix
Safety Requirement Specification – first issue
Safety File for each SIF 
Proof Test Protocol 
Functional Control Description for SIS - first issue
HMI (screens) for SIS - first issue – if used
Main Interlock List freeze
Relevant PIDs "ready for FSA stage 1 view"
FSA Stage 1 final prepared
FSA Stage 2 prepared
FSA Stage 3 prepared
[bookmark: _Toc62636787]Persons, departments, and organizations responsible for FSA 1 Initial Stage: Same as §3.2.2-3.2.4
[bookmark: _Toc62636788]Procedure
[bookmark: _Toc62636789]Case X1
At first “Approver” shall have an internal and independent review of the HAZOP. Afterwards, an assessment workshop shall be held together with the LPREN and the process team. 
[bookmark: _Toc62636790]Case X2
At first “Approver” shall perform an internal and independent review of the HAZOP. Afterwards, an assessment workshop shall be held together with the LPREN and the process team. 
[bookmark: _Toc62636791]Criteria on which the completion of the FSA Stage 1 shall be judged
FSA Stage 1 is acceptable, if the following conditions are fulfilled:
All Prerequisites completed
All action items out of this review are signed off
Review of certified, independent person completed
[bookmark: _Toc62636792]In case of a non-availability of the approver, the “Competency Matrix” indicates all possible substitutes. 
[bookmark: _Toc222576130]DESIGN AND ENGINEERING OF SIS (CLAUSE 11-12)
The objective of the requirements of Clause 11 is to design one SIS to provide the SIF and meet the specified integrity requirements (e.g., SIL, associated risk reduction, PFD and /or PFH).
The SIS design shall be in accordance with the SRS and based on the outcome of FSA Stage 1 Initial.
If the SIS must implement SIF of different SIL levels, then the shared or common hardware and software shall conform to the highest SIL of any of the SIF. COMPANY standard requirement for a Safety-PLC meets the requirements of SIL3, therefore it is designed according to the worst case. 
Requirements for operability, maintainability, diagnostics, inspection, and testability shall be addressed during the design of the SIS to reduce the likelihood of dangerous failures. 
This is captured in the Proof Test Protocol and O&M manuals from the instrument, and actuator supplier. 
The SIS is designed by COMPANY with two independent power supplies. Power supply 1 is 115V AC fed from the UPS and power supply 2 is 115 V AC fed from the LV Switchgear. All power supplies, including panel internal supplies, shall detect a loss of utility and an alarm will be generated.
A safety manual covering operation, maintenance, fault detection, and constraints associated with the SIS shall be available covering the intended configurations of the devices and the intended operating environment.
[bookmark: _Toc11839126][bookmark: _Toc62636793][bookmark: _Toc222576131]Compensating Measures of Proof Tests Failures
Extract from IEC 61511-1-2016 §11.3.1:
“When a dangerous fault in a SIS has been detected (by diagnostic tests, proof tests or by any other means) then compensating measures shall be taken to maintain safe operation. If safe operation cannot be maintained, a specified action to achieve or maintain a safe state of the process shall be taken. Where the compensating measures depend on an operator taking specific action in response to an alarm (e.g., opening or closing a valve) then the alarm is part of the SIS.” 
This is considered in COMPANY standard PIDs and corresponding signal lists. 
Based on the SIF design, the operator can check the manufacturers or system suppliers O&M manual for further guidance. Necessary actions shall take place to respond to an alarm accordingly.
[bookmark: _Toc222576132]Devices Used in a SIF
Devices selected for use as part of a SIF with a specified SIL shall be in accordance with IEC 61508-2-2010 and IEC 61508-3-2010. All devices of each SIF loop shall have a SIL rating in accordance with the LOPA. Calculations and reports are executed by using available software or hand calculations (with Excel) for SIL Verification (IEC 61508 and IEC 61511 compliant).
[bookmark: _Toc62636795][bookmark: _Toc222576133]FSA STAGE 1: ADVANCED
The objective of this assessment is to release the design for construction and that the entire SIF loops meet the requirements given in the SRS. The requirements from the HAZOP that apply to the SIS have been implemented into the design.
[bookmark: _Toc62636796][bookmark: _Toc222576134][bookmark: _Toc62636797]Prerequisites
All information shall be provided in a clear, precise, and self-explanatory way for the assessing team
The recommendations and open points from the previous FSA have been resolved.
Safety Requirement Specification completed
Safety File for each SIF including SRS Loop Specific updated up to this stage 
Main Interlock List final
Functional Control Description SIS - final
Design Verification SIL calculation has been initiated 
Design of SIS cabinet and BPCS, including BOM
Proof Test Protocol updated up to this stage
Design of package units completed
Design of Variable Frequency Drives (VFD's) completed
Design of MCC completed
Interconnection diagrams, Control Architecture Drawing, and field cabling design ready (if applicable)
Design of Application Program and screens (if desired)
General quality documentation approval from electrical suppliers
[bookmark: _Toc62636798][bookmark: _Toc222576135]Persons, Departments, and Organizations Responsible for These Activities
At first “Approver” shall perform an internal and independent review of the provided documentation. Afterwards, an assessment workshop shall be held together with the PrE and the design crew. The results shall be submitted to the LEICE, who are executing the work.
[bookmark: _Toc62636799][bookmark: _Toc222576136]Criteria On Which The Completion of FSA Stage 1 Advanced Shall be Judged
This FSA Stage 1 Advanced is acceptable, if the following conditions are fulfilled:
All Prerequisites completed
Successfully completed internal quality gate reviews XXXX 
FSA stage 1 signed and accepted by responsible persons according to Role and Approval Matrix.
[bookmark: _Toc62636800][bookmark: _Toc222576137]FACTORY ACCEPTANCE TEST (FAT) (CLAUSE 13)
The objective of Clause 13 is to test the devices of the SIS to ensure that the requirements defined in the SRS are met.
[bookmark: _Toc222576138][bookmark: _Toc62636801]FAT
General
The is a guideline for the FAT for the SIS, describing the test environment, the procedure, and the practical arrangements of the FAT.
The FAT will be carried out together with the supplier, including the production engineers, process suppliers (if applicable), and if applicable the Client’s project team (including consultants). 
The SIS hardware and application software shall be tested to meet the automation definitions and the engineering documents and requirements provided by COMPANY and its process suppliers. The SIS logic solver FAT and test documentation are carried out in accordance with the relevant IEC standards:
IEC 61511
IEC 62381
The supplier shall conduct an internal quality review prior to the FAT and in accordance with the supplier’s quality assurance program (such as ISO-9001).
Tests of the plant safety interlocking are carried out by testing each hardwired and bus transferred signal and the logic part. The purpose of the testing is to verify that the safety logic works according to the SRS. The input information is provided by Functional Control Description SIS, the SRS, and schematic diagrams. 
These diagrams shall be marked during the FAT to verify that the application fulfils and meets the basic design by the process owner.
Modifications, additions to the configurations or any design changes shall be handled according to §2.7. Any deviations to the design, punch items, faults etc. shall be handled according to §8.1.4.
Test cases, test description, and test data
The tests will mainly comprise of:
Visual inspection of the manufactured automation equipment
· compare hardware with the approved hardware design
· validation of hardware document set
Review of maintenance and operating manuals 
Communication SIS / BPCS[footnoteRef:2]: [2:  No dependence on other system for safety related items] 

· All signals transferred between the SIS and BPCS are tested as much as possible as the BPCS will likely not be present at the FAT.  It shall be tested from the SIS application up to the HMI if present.
· All signals checked from the SIS shall be visible on the HMI and verified
Redundancy tests for CPUs, communication processors, and power supplies
· Testing for safe reaction in case of power failure (including restart after power restored)
· PSU voltages
Application program and functional FAT testing 
· APT testing according to Functional Control Description for SIS. Every signal shall be highlighted, and each page shall be signed off
· Graphic user interface for SIS related pictures
· Alarm handling for SIS related alarms
· Signal test list: 100% Signal Function Check
· All I/O connections shall be tested from the incoming terminal over the SIS system up to the HMI in the BPCS to ensure that all the signals are shown correctly on the HMI. Relays and status indication on cards shall be checked and compared with the status indication in the application program. 
· MIL tested up to and including the terminals, taking the following into account:
· deviation warning
· monitoring time
· deviation actions, trip points (thresholds)
· hysteresis
· Screenshots of SIS HMI for each SIF-loop (if used), diagnostic pages, and alarm list,, trips etc.
Grounding
EMC declaration of conformity review.
Record application program status configuration/version number 
all points according to COMPANY standard FAT[footnoteRef:3] [3:  The tests may be conducted together with the BPCS (typically a non-safety DCS or networked PLCs) tests. Therefore, the same “test planning” is used] 

Note: It is mandatory to test all SIS applications again during site acceptance test (SAT) but not limited to. Please refer to §9 in this document. 
Responsibilities and witnesses, test personal competences for SIS testing
The approval process is specified in the Role and Approval Matrix

	
	Who

	Responsible for conducting the test:
	Supplier
EICD, EICE, or EICSE

	Witnesses
	CLIENT Representatives and/or Operating & Maintenance personnel, at their discretion

	Approval of the test report
	COMPANY:
EICD or EICE

	Review of test documentation and approval for next step
	Approver 



FAT Procedure and methods
Test procedures and test descriptions are shown in 
Functional Control Description for SIS and Logic Diagrams for SIS if used
Proof Test Protocol
Supplier internal quality documentation
The Main Interlock List (MIL) derived from the SRS shows a brief overview of the above procedures and scope of the test. The MIL shall be the main document for software and hardware testing.
The following testing methods are reasonable for an FAT:
Test results are written down to the test plan, which is held as a test protocol.
By testing the protections functions, simulators are used by connecting them to analogue and binary signals. Process calibrators are mA-signal simulators and regulating resistors. It is possible to simulate current or voltage signals to test analogue circuits. Binary simulators are regular switches and/or just jumpers at the related input terminals. 
Simulators do not need to be calibrated because the purpose of the testing is to test the function of the safety logic and the cross wiring. Note: this is not applicable for FSA stage 3 
During the testing of the interlocking, every criterion shall be used to trigger off the protection function. Interlockings are noticed from the relays, which are connected to the outputs. The voltage shall be measured at the output terminals or also named as field terminals. 
When the software has been checked, the supplier shall do a system check
The software shall be printed out and the “Software code version number” shall be stored at supplier premises and in the COMPANY database
Redundancy checks and actions at power failure shall be performed. In case of any unexpected reactions or unstable situations, the system shall be rectified immediately during the FAT. All tests shall be documented in the test protocol
Application software verification (review and testing) if present
The application software including its documentation shall be reviewed by a competent person not involved in the original development. The approach used for the review and the review results shall be documented.
The application software shall be verified through review, analysis, simulation, and testing techniques.  That shall be carried out to confirm that the application software functions meet the SRS and that unintended functions are not executed and that there are no unintended side effects with respect to the SIF. 
The following shall be checked in general:
conformance to the Functional Control Description for SIS, the defined means and procedures, and the requirements of safety validation and test planning.
exercising of all parts of the application software
testing for failure conditions (i.e., negative testing)
timing and the sequence of execution
testing of communications to and from the SIS if present
Modification after or during FAT
During FAT, any modification or change shall be subject to a safety analysis to determine:
the extent of impact on each SIF
the extent of testing and verification which shall be defined and implemented.
During testing, modifications to the application program shall be subject to an impact analysis to determine:
all application program impacted parts
the necessary re-design and re-verification activities.
Modifications can be agreed during the FAT but requires the approval from the FuSa Approver. All modifications shall be handled according to §2.6.1 and shall be recorded in the Modification Request Report. Refer to the corresponding Safety File from the effected SIF.
Test criteria on which the completion of the test shall be judged
By testing the criteria shown in the MIL the protection shall be simulated first to OK-state. Afterwards, a failure shall be simulated via a force function[footnoteRef:4] of the safety PLC software, and/or preferred by the simulators connected to analogue and binary signals. This could include a card or out-of-range failure in general, too high deviation from each other, an open loop (i.e., one sensor or testing link disconnected) or exceeding a threshold value. The corresponding action, caused by the criteria, shall be observed, and documented via screenshots and alarm list for future reference. The test is considered completed if the “Effect” is acting as specified in the MIL. [4:  Tests that cannot be physically demonstrated are normally resolved by a formal line of reasoning as to why the SIS achieves the requirement, target, or constraint.] 

If there is a failure during test, the reasons for the failure shall be documented as per §8.1.4 and analyzed and the appropriate corrective action shall be implemented. It is also required to document properly why the failure occurred. 
[bookmark: _Ref222573569]Punch List items
In general, and if possible, faults are corrected either immediately or right after the tests. After the corrections, the whole SIF loop shall be tested again. All deviations, punch items and faults shall be documented in the FAT Report and tracked in the project tracking system with the following conditions:
Cat. A: Unsafe to hand over to next activity, shall be closed before start of its pre-commissioning
Cat. B: May affect the safe operation of the system, shall be closed before hot commissioning
Cat. C: Minor importance, shall be closed before taking-over
Deadline for remediation and re-approval if required
Acceptance of FAT
This FSA Stage 2 is considered to be accepted, if the following conditions are fulfilled:
The tests are approved, if no Category A and B items are open and therefore no immediate remediation action is required.
Acceptance of the tests is done by signing the testing protocol by the system supplier, COMPANY competent and FuSa Engineers, and the CLIENT’s representative. 
FSA stage 2 signed and accepted by responsible persons per the Role and Approval Matrix..
[bookmark: _Toc222576139]FSA Stage 2 
In accordance with IEC 61511-1 §5.2.6, the FSA Stage 2 shall take place “After the SIS has been designed[footnoteRef:5].”  However, COMPANY considers the FSA Stage 2 to be completed after the FAT of the SIS is performed.  [5:  “After the SIS has been designed” has been covered already in FSA Stage 1 Advanced] 

[bookmark: 12.5_Requirements_for_application_progra][bookmark: bookmark0][bookmark: _Toc62636812][bookmark: _Toc222576140]INSTALLATION, COMMISSIONING AND VALIDATION (CLAUSE 14-15)
[bookmark: _Toc62636813][bookmark: _Toc222576141]Installation and Commissioning (Clause 14)
The objectives of the requirements of Clause 14 are to:
Install the SIS according to the specifications and drawings
Pre-commission the SIS so that it is ready for final system validation.
The purpose of commissioning activities is to ensure that each of the SIS devices is individually ready to operate, as specified in the design phase.
[bookmark: _Toc62636814]Installation
Where it has been identified that the actual installation does not conform to the design information, a competent person shall evaluate the difference and the potential impact on the difference on safety. If it is established that the difference has no impact on safety, then the design information shall be updated to “as-built” status but still requires a Modification Request Report (MRR). If the difference has a negative impact on safety, then the installation shall be modified to meet the design requirements.
[bookmark: _Toc62636815]Modifications during installation or commissioning (MOC)
Any punch list items shall be recorded on the Commissioning Punch List If any modifications and/or additions to the configuration are required, an MRR file shall be created and shall contain the following information:
a) Modification requested
· If there is a failure, the reasons for the failure shall be recorded
b) Signature of person making the request
c) Date request written
d) Graphic display or tag/loop number to be modified / added
e) Number of hours modification has taken (necessary for commercial purposes only)
f) Date change has been made
g) Initials of engineer who has made change
h) Date of testing
i) Signature of Client who has approved modification / addition

The signed report shall be stored under the corresponding FORM NAME and be referenced in the Safety File.
[bookmark: _Toc62636816][bookmark: _Toc222576142]FSA Stage 3 Initial
[bookmark: _Toc62636817]Prerequisites 
The  FSA Stage 3 Initial takes place, if the following conditions are fulfilled:
The recommendations arising from any previous FSA have been resolved
Installation and pre-commissioning completed
All SIS components and devices shall be properly installed according to the design and installation plans
Operation and maintenance procedures have been developed
Verification of all punch items from the FAT
Grounding has been properly connected
Energy sources, such as UPS have been properly connected and are operational
Transportation stops and packing materials have been removed
No physical damage is present
All instruments have been properly calibrated and configured
All field devices are operational
Logic solver and input/outputs are operational
The interfaces to other systems and peripherals are operational
Supplier internal visual inspection completed and documented if applicable
All work from MRRs completed and documented
Design Verification SIL Calculation  is complete based on supplier SIL certificates
HVAC in operation if applicable
Appropriate records of the pre-commissioning of the SIS shall be produced, stating the results of the activities and whether the objectives and criteria identified during the design phase have been met. If there is a failure, the reasons for the failure shall be recorded.
[bookmark: _Toc62636818]Purpose of FSA Stage 3 Initial
Being ready for the official SAT with the CLIENT and contractors
Project team shall define the tests that will be executed under live conditions during the SAT. 
Pre-Verification and testing of the complete installation (Sensor, Logic Solver, Final Element)
To verify that the hardware is not damaged and properly installed
To ensure that the implementation of software meets user requirements and that any changes during/post FAT are correctly implemented. Note: FSA Stage 3 Initial is intended to run in parallel with COMPANY commissioning procedures. COMPANY commissioning manager shall prepare a schedule for each project indicating parallel commissioning activities and might be integrated in the overall project planning where appropriate.
[bookmark: _Toc62636819]Test cases, test description and test data will mainly comprise of
Visual inspection of the manufactured automation equipment
· Compare hardware with the approved hardware design
· Validation of hardware document set
Communication SIS / BPCS[footnoteRef:6]: [6:  No dependence on other system for safety related items] 

· All signals transferred between the SIS and BPCS shall be tested from the SIS application up to the HMI.
· All checked signals from the SIS shall be visible on the HMI screen and verified
Redundancy tests for CPUs, communication processors, and power supplies
· Testing for safe reaction in case of power failure (including restart after power restored) 
· Performance tests to determine whether the system meets timing (if required)
Application program and functional FAT testing 
APT testing according to Functional Control Description for SIS. 
· Signal test list: 100% Signal Function Check
· All sensors and final element connections shall be tested from the field over the SIS system up to the BPCS HMI 
· Main interlock list tested taking the following into account:
· Deviation warning
· Monitoring time
· Deviation actions, trip points 
· Hysteresis
· Instrument testing according to “Commissioning Procedure” 
Grounding
Signing of all punch items from the FAT
[bookmark: _Toc62636820]Persons, departments, and organizations responsible for these activities
The approval process is specified in the Role and Approval Matrix
	
	Who

	Responsible for conducting the test:
	COM, EICE, EICSE, or EICD
With assistance from EICD or EICE

	Approver
	LEICE


Table 2 - Responsibilities
[bookmark: _Toc62636821][bookmark: _Ref131432091]Punch items
In general, and if possible, faults should be rectified either immediately or right after the tests. After corrections, the whole SIF loop shall be tested again. All deviations, punch items and faults shall be documented in the Commissioning Punch List with the following conditions:
Cat. A: Unsafe to hand over to next activity
Cat. B: May affect the safe operation of the system
Cat. C: Minor importance, shall be closed before taking-over
Deadline for remediation and re-approval if required
[bookmark: _Toc62636822]Protocols
Apart from the punch item list above, all the records will be documented and will be part of the protocol for the FSA Stage 3 Initial. 
[bookmark: _Toc62636823][bookmark: _Toc222576143]FSA Stage 3 Advanced (Clause 15)
[bookmark: _Toc62636824]Prerequisites 
FSA Stage 3 Initial punch items rectified
A SAT site kick off meeting shall be convened be convened, and a schedule must be available, any deviations to the plan during the testing process should be detailed and agreed, further meetings may be necessary.
All people involved have the latest documentation set
SIS documentation is consistent with the installed system
[bookmark: _Toc62636825]Purpose of FSA Stage 3 Advanced
[bookmark: 15.2_Requirements][bookmark: 15_SIS_safety_validation][bookmark: 15.1_Objective]The objective of the requirements of Clause 15 is to validate, through inspection and testing, that the installed and commissioned SIS and its associated SIFs achieve the requirements as stated in the SRS.
[bookmark: _Toc62636826]Test cases, test description and test data will mainly consist of
Ensuring that the installed and commissioned SIS and its associated SIFs achieve the requirements as stated in the Safety File. For instance, in comparing the defined “safe state” in the Safety File with the MIL and the actual feedback on the HMI.
Each SIF performs as specified on invalid process variable values (e.g., out of range)
Calculations that are included in the SIS are correct for expected range of values but also at limits and over the limits
The SIS reset functions perform as defined in the Safety File.
diagnostic alarm functions perform as required
Proof Test according to the SAT procedures, Proof Test Protocol, and the Safety File for all IPLs and SIF loops
Confirmation that the SIS performs as required on loss of utilities (e.g., electrical power) and confirmation that, when the utilities are restored, the SIS returns to the desired state.
Visual inspection of the manufactured automation equipment
· compare hardware with the approved hardware design
· validation of hardware document set
Review of maintenance and operating manuals 
Communication SIS / BPCS[footnoteRef:7]: [7:  No dependence on other system for safety related items] 

· All signals transferred between the SIS and BPCS are tested from the SIS application up to the HMI.
· All signals checked from the SIS shall be visible on the BPCS screens and verified
Redundancy tests for CPUs, communication processors, and power supplies
· Testing for safe reaction in case of power failure (including restart after power restored)
· PSU voltages
· Performance tests determine whether the system meets timing, reliability, and availability requirements. 
Application program and functional FAT testing
· Application software testing according to FCD for SIS. Every signal shall be highlighted, and each page shall be signed off
· HMI for SIS related pictures
· Alarm handling for SIS related alarms
· The application program does not jeopardize the safety requirements by executing ‘’unused’’ software functionality, i.e., functionality not defined in the specification.
· Signal test list: 100% Signal Function Check
· All sensors and final element connections shall be tested from the field over the SIS system up to the HMI. 
Instrument testing according to the Commissioning Procedure
Main Interlock List tested and taking the following into account:
· deviation warning
· monitoring time
· deviation actions, Trip points (thresholds)
· hysteresis
· Screenshots of below listed HMI screens shall be created for each SIF loop and attached to the SAT report if present
SIS HMI (if used)
· diagnostic pages
· alarm list
· trips
Grounding
EMC declaration of conformity review
"Software code version number": print out of application program status SAT
[bookmark: _Toc62636827]SAT Procedures and test methods:
[bookmark: _Toc62636828]SAT procedures shall be in according to IEC 62381.  Test procedures are separated into the following sections:
Hardware Inventory check
Mechanical inspection
Wiring and termination inspection
Start-up test and general system functions
System alarm test
Hardware redundancy and diagnostic check
Visualization / Operation
Test of functionality against Functional Control Description for SIS
General system functions
Acceptance Certificates
COMPANY will use the test procedures and supporting documentation to demonstrate, with an acceptable degree of confidence, that the system hardware has been engineered and built to the requirements of IEC 61508/61511.
[bookmark: _Toc62636829]Proof test
Proof testing and intervals are defined in the SIF Safety File for each independent layer of protection (IPL). Subsequently, not only the SIF loop shall be proof tested during the shutdown, but also all dedicated IPLs. 
The SIF instruments shall be tested per the Commissioning Procedure and the related functional safety manuals of the devices. 
SAT for the SIS
Test procedures and test descriptions are shown in: 
Safety File (per SIF)
Proof Test Protocol for the related SIF
Functional Control Description for SIS, refer to Logic Diagrams for SIS if used
Main interlock list (MIL)
The MIL derived out of the SRS shows an overview of the above procedures and scope of the test. The MIL shall be the main document for software and hardware testing and shall be signed off by all parties involved in addition to the protocols.
[bookmark: _Toc62636831]Methods and documentation: 
Test results are documented within the SAT results and their associated appendix, i.e., screenshots, test sheets, MIL, and FCD for SIS. The entire quality documentation package shall be stored to the Safety File as part of the overall safety life cycle (future reference for operating personnel)
If appropriate the test engineer shall check the functionality of the protection function with a live system, if not possible or not cost efficient the functional checks could be done by simulating the inputs at the transmitters with current injectors (e.g., Fluke process calibrator, HART-terminal), hand pumps, temperature probe tester etc.
· Only calibrated tools, such as hand pumps, HART-Terminals etc. are permitted. Calibration report shall be provided to COM by the applicable party.
· For tanks: “bypass tubes” can be isolated for testing and the tank does not need to be drained entirely
In testing of the interlocking, every criterion shall be used to trigger off the protection function based on the Safety File and MIL. When the software has been checked, the supplier shall do a system check
The software shall be printed out and the “Software code version number,” with the status of the SAT, shall be filed in COMPANY database.
Redundancy checks and actions at power failure. In case of any unexpected reactions or unstable situations, the system shall be rectified immediately during the SAT. All tests shall be documented in the test protocol.
[bookmark: _Toc62636832]Post activities after safety validation
After the SIS validation the following activities shall be carried out:
Development of as built or at a minimum, red-lined documentation of installation
All software bypass functions (e.g., forced actuators, in-and outputs, disabled alarms) shall be returned to their normal position
Test wires shall be dismantled
All process isolation valves shall be set according to the process start-up requirements and procedures
All test materials (i.e., hand pumps) shall be removed
[bookmark: _Toc62636833]Persons, departments, and organizations responsible for these activities
The approval process is specified in the Role and Approval Matrix
	
	Who

	Responsible for conducting the test:
	COM, EICE, EICSE, or EICD
With assistance from EICD or EICE

	Witnesses
	CLIENT, at their discretion 

	Approver
	LEICE and FSCP


Table 3 - Responsibilities
[bookmark: _Toc62636834][bookmark: _Ref131432118]Punch List
In general, and if possible, faults are corrected either immediately or right after the tests. After the corrections, the whole SIF loop shall be tested again. All deviations, punch items, faults shall be documented in the Commissioning Punch List with the following conditions:
Cat. A: Unsafe to hand over to next activity
Cat. B: May affect the safe operation of the system
Cat. C: Minor importance, shall be closed before taking-over
Deadline for remediation and re-approval if required
[bookmark: _Toc62636835]Acceptance of tests
[bookmark: _Toc62636836]Criteria for successful testing
The acceptance certificate will only be provided, when all tests are completed, witnessed and all faults / modifications are rectified and cleared. Every item from the Commissioning punch list) must be signed off.
[bookmark: bookmark2][bookmark: 14.2_Requirements][bookmark: 14_SIS_installation_and_commissioning][bookmark: 14.1_Objectives][bookmark: bookmark1]Acceptance of the tests is done by signing the testing protocol by the SIS logic solver supplier, COMPANY’s competent engineers, and (if applicable) the CLIENT’s representative. 
Additionally, the FSA Stage 3 Advanced shall be completed and signed.
[bookmark: _Toc62636837][bookmark: _Toc222576144]OPERATION AND MAINTENANCE (CLAUSE 16)
[bookmark: _Toc62636838][bookmark: _Toc222576145]Safety Instrument Functions and IPL’s
SIFs are not typically modified after FSA Stage 3. However, this could happen due to obsolescence or other reasons. 
If a SIF or its IPLs are subject to a change, then see §11.0
There will be a joint O&M Manual including a separate Functional Safety section.
[bookmark: _Toc62636839][bookmark: _Toc222576146]Proof Testing
Proof testing and intervals are defined in the Safety Files for each independent layer of protection (IPL). This may or may not require the plant to be shutdown.  See the Safety Files per SIF.
[bookmark: _Toc222576147]Auditing
FuSa Audits shall be performed per §2.6.
[bookmark: _Toc62636840][bookmark: _Toc222576148]FSA Stage 4
This assessment shall take place after gaining experience in operating and maintenance. This is only applicable for plant operation team (after handover to client) or for COMPANY projects “design, build & operate.”
[bookmark: _Toc62636841]Prerequisites 
Spare and wear parts definition for SIS system 
The operator shall continuously update their records, including:
MRR
Trip Reference Sheet
Failure Reference Sheet
Calibration Reference Sheet
[bookmark: _Toc62636842][bookmark: _Ref222572534][bookmark: _Toc222576149]MODIFICATION (CLAUSE 17)
If a SIF or its IPLs are subject to a change, then the O&M team shall complete the Modification Request Report. 
In case of a design change on the SIS types, then the MOC process must trigger a re-assessment of SIL, SRS, verification, and FSA as appropriate. 
A functional safety workshop shall be conducted to define which steps are applicable and appropriate. This workshop shall be held and documented by a certified FuSa Eng. The responsibility for changes after the Stage 3 and continuous maintenance remains with the plant owner responsible for operation.
[bookmark: _Toc62636843][bookmark: _Toc222576150]FSA Stage 5
After modification and prior to decommissioning of a SIS.
[bookmark: _Toc62636844][bookmark: _Toc222576151]DECOMMISSIONING (CLAUSE 18)
This FSMP does not cover decommissioning.  If decommissioning is needed, this FSMP would have to be revised or justified.
[bookmark: _Toc62636845][bookmark: _Toc222576152]CYBER SECURITY
[bookmark: _Toc62636846][bookmark: _Toc222576153]Cyber Security Risk Assessment
Cyber Security Risk Assessment shall be performed if required for every COMPANY project.
[bookmark: _Toc62636847][bookmark: _Toc222576154]Reference
The following standards are applicable:
IEC 62443 - Industrial communication networks – Network and System Security
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